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Our group at IBM Almaden has been studying system administration work practices and tools for the past three years.  System administrators maintain the IT infrastructure on which our society depends. We conducted 14 ethnographic field studies at six different sites, both inside and outside IBM, through naturalistic observation, interviews, and surveys.  In the course of these studies we found end-user programming to be pervasive throughout system administration work.

We observed end-user programming to be an important tool for system administrators for 1) monitoring systems and 2) automating important tasks.  End-user monitoring tools are needed due to the complex and idiosyncratic nature of the systems being managed; systems typically comprise many components from different vendors, and off-the-shelf tools do not provide the scope or detail needed for a given installation.  For example, at a database site we observed a locally-created set of Perl scripts that generate web pages which continually display a custom “dashboard” of all the aspects of database performance needed by the administrators.  A more transient example was seen with a group of administrators debugging a problem involving the interactions of a web server with a web application server and a database. No tool existed for continually reporting the connections to the web server, so the group of administrators worked together for about 40 minutes to create one.

End-user programming is also used to automate important tasks.  System administration tasks frequently involve complicated command-line commands and many steps, making them amenable to automation through scripting.  The vast majority of administrators we observed used small scripts for executing common tasks.  We also occasionally saw larger, shared tools for automating tasks, such as a database site where the “crontab” file contained a long list of common database maintenance commands, all commented out.  When a command needed to be run, the administrator would uncomment the command, and it would then be run automatically.

End-User Software Engineering
Our studies have pointed to a critical need for Testability and Collaboration in end-user programming. These capabilities are currently well-supported in professional software engineering environments, but not for end-user programming. 

Testability
System Administrators are responsible for the reliable operation of the computer systems on which businesses depend worldwide, and testability of the scripts they use is critical for ensuring reliability.  One example of a deficiency in testability comes from some database administrators we observed preparing to perform a crucial operation during a limited time window.  To get ready, they performed the same operation on a series of increasingly complex test systems.  Part of the operation involved database scripts that needed to be customized for each test system.  During our observations, an error crept in while the script was being edited.  The database, however, had no way to verify a script’s syntax or semantics without running the script.  When the script was run and the error reported, it left the database in an unpredictable state.

Since sysadmins frequently write programs under time pressure, and need to produce working programs quickly, an integrated testing environment that immediately and interactively verified that a program was working would be of considerable value.

Collaboration
Although traditionally there has been some collaboration in end-user programming – such as the sharing of spreadsheets and VBScripts – we have seen how system administrators have needs for collaboration that far exceed current capabilities. Although sysadmins have considerable technical knowledge, they generally lack software engineering training. Access to collaborators could enhance their scripting abilities – and the robustness of their scripts – through scaffolding.  For example, in a web hosting service installation we observed web administrators having to wait for several hours before they could execute their scripts for configuring a web application server. They had to wait for the database administrators, who were able to run the scripts that set up database tables.
We have also observed another need for collaboration: sysadmins sometimes share a programming task – with more than one person working on the program – and this leads to multiple versions of the program.  In such a situation, a web-based environment could facilitate sharing, uniformity, and a common understanding. Web-based deployment also is valuable for system administration because it minimizes installation on critical systems.
Finally, beyond collaborating to develop tools, collaboration is also valuable during the use of the tools. In one case, we observed several sysadmins working together from different remote sites, trying to solve a system failure. We noted that miscommunication among the sysadmins kept them from resolving the problem. Shared monitoring tools can provide a consistent view of a system, helping to find problems more quickly.

Special Considerations for Software Engineering for System Administrators

In addressing the Testability and Collaboration needs for end-user programming by system administrators, there are some unique considerations that EUSE researchers should keep in mind. 

First, a large amount of sysadmin scripting is done through a command line interface, since this environment is universally available on the computers being administered, and it is reliably present even when other parts of the software environment have failed. It is unlikely that any EUP solution which does not support command line interaction would be acceptable to this community. 

Second, since sysadmins work with numerous heterogeneous software and hardware components, any EUP solution must be able to integrate the monitoring and control of these components. There is a large extant body of system management scripts, APIs, and frameworks, and sysadmins would appreciate the ability to incorporate them into EUP environments without much effort.
In conclusion, System Administrators are a large and important group of computer users who have a critical need for end-user programming.  Advances in testability and collaboration could have a dramatic impact on their effectiveness. Our group at IBM has implemented a prototype end-user programming environment that addresses collaboration and information integration, but we have not worked on reliability and testability.

