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ABSTRACT

Web macros give web browser users ways to “program” tedious
tasks, allowing those tasks to be repeated more quickly end r

liably than when performed by hand. Web macros face depend-

ability problems of their own, however: changes in websies
failure on the part of end-user programmers to anticipassipte
macro behaviors can cause macros to act incorrectly, afteys
that are difficult to detect. We would like to provide at lessine
of the benefits of software engineering methodologies toctee
ators of web macros. To do this we adapt assertions to welbemac
programming scenarios. While assertions are well-knowprte
fessional software engineers, our web macro assertionsnagae
in their focus on website evolution, are generated autaaldfj
and encode the expectations and assumptions of a rapidiyrgyo
group of users who often have limited formal programmingegxp
tise. We have integrated our techniques for assertion ggoerand
evaluation into a web macro tool, and performed an empisicealy
investigating its use. Our results show that the assertianshelp
web macro users detect macro failures and correct macris faul

Categories and Subject Descriptors

D.2.4 [Software Engineering: Software/Program Verification—
Assertion checkersD.2.6 [Software Engineering: Programming
Environments—ntegrated Environments

General Terms
Reliability, Performance, Experimentation.

Keywords

Web macros, end user software engineering, programmingiogpd-
stration, dependability, assertions.

1. INTRODUCTION

Web macros give web browser users ways to “program” for the
web, saving time and reducing the incidence of errors riesult
from manual repetition of tasks. Web macros are being used in
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a wide range of practical situations to help users perforpoirtant
jobs; for example, analysts &ome2Hotel.conuse web macros
to manage online advertising and compile sales informg®n
auditors at the World Bank use web macros to perform autemati
quality audits on their intranet sites [8], and product nggama at
Audi use web macros to perform competitive analyses of aogtom
tive lines [10]. Web browsers are beginning to connect wlih t
potential for web macros as well, incorporating architeatplug-

in facilities designed to help users program and use them.

To create web macros, users employ web macro tools, most of
which utilize a programming-by-demonstration (PBD) amto
[4] to encode actions. Under the PBD paradigm, users manuall
demonstrate a sequence of actions involving webpage aacess
manipulation (e.g., navigating through a webpage and dilbat
forms), and the tool records a generalized description esetac-
tions. PBD-based web macro tools have a broad user appeal be-
cause they do not require expertise in writing code.

While web macros can be enormously helpful, they can also
cause several dependability problems [17, 21]. For exanagien
changes have been made to the websites on which a macroesperat
that macro may terminate prematurely, produce incorrecilts or
perform unintended actions [21]. Other types of errors paedien
a user constructing a macro fails to anticipate potentsdoases to
that macro’s operation (as when a resource assumed by the mac
to always exist is not found), or when a user expects poteagpas
of data to be encountered (e.g., names entered family-fiashe-
rather than given-name-first). The resulting errors cariffieut to
detect, leading to unwarranted confidence in the resultsacfos.
Since the tasks automated by web macros can be critical iodass
or other processes and can have costly side-effects ifipeefbin-
correctly [9, 21], finding ways to help the creators of maaegect
and correct such problems is important.

We would like to provide at least some of the benefits of soft-
ware engineering methodologies to the creators of web rmatve
have therefore developed an approach for improving webaraesr
pendability by encoding users’ expectations and assumptbout
macros into assertions. These assertions are automgatiealer-
ated as macros are created, and then, during subsequentageth m
execution, results of the assertions are used to detectemcied
consequences. To evaluate our approach, we implementeat Rob
fox, a Mozilla Firefox-based web macro tool, which incorgias
our techniques. Our empirical study of users employing Rmbo
show that the approach helps them detect macro failurdatésthe
associated faults, and correct their macros.

The notion of using software engineering methodologiestp h
end users program more dependably in non-traditional @ggu



paradigms is not new in the software engineering reseaefai
ture; in particular, it has been employed successfully lati@n to
the spreadsheet language paradigm (e.g., [6, 19]). Themofi
using assertions to enhance software dependability isnaisnew
in the context of software engineering (e.g., [12, 18]), anidr
research has also considered automatic assertion gemeirathe
context of professional programming [14]. These lines olutjht
have come together in work utilizing range assertions tp bab-
user programmers create dependable spreadsheets [2].

This prior work notwithstanding, addressing dependahilgeds

for end users working in the web macro paradigm presents new

challenges. The first challenge involves the web macro envir
ment, which is quite different from the programming conseston-
sidered in prior work (whether spreadsheets or traditipnagram-
ming languages). Web macros live in a harsh climate: clipped

form fields can be added and removed, and variables assibciate

with those fields do not even have types. Consequently, shimaf
can be taken for granted in other programming contexts meist b
more carefully checked in web macro environments, motiggttne
need for assertions.

A second challenge involves the characteristics of the eedsu

who program web macros. While web macro programmers may be

fairly skilled in their jobs (as we would expect the analystsdi-
tors, and product managers referred to above to be), theyeisl
to have little interest in programming for its own sake; éytpro-
gram it is in order to perform some task important to theiafte

jobs. We find a wide range of skills among end users who program

web macros [20]: most could not be expected to write or attend
the details of assertions, but some do have a great deal eftesg
Our primary focus in this work is on the former class of usbtsg,
we do provide some support for the latter as well.

The research we report here is novel along several dimesision

2.1 Web Macro Scenarios and Faults

Insurance Quotes. Consider an independent insurance agent
who wishes to find the best insurance quote for a customer.nWhe
a customer makes an inquiry, the agent must query multiple in
surance companies or insurance comparison websites. Bene
websites require many pieces of data about the customerrfarge,
address, age, weight, occupation, coverage, tobacco ,sagéy
history, insurance history), the agent saves the custsritédrma-
tion in a spreadsheet from which it can be copied and pasted in
the sites’ forms. The agent repeats this process acrosiplaulites
and provides the best quote to the customer.

A web macro can automate this process by populating insur-
ance guote sites with data from the corresponding spreatiséis,
making the data-entry process more efficient and less eromep

§—|owever, other types of failures can occur with such a mafoo:

éxample, if an insurance site changes its quotes display értist

to a tabular format, a macro may be unable to clip the desifed-i
mation. If an insurance site changes the date format, theamaay
work but return the wrong quote. If a site alters its defaalues,
the macro will eventually provide the wrong quote. Consitier
siteinsure.comfor example, which in December 2006 changed the
default value in the “coverage amount” field from $50K to $800
A macro using this site before December 2006 would provide in
surance quotes for coverage at the $50K level. After that,dhe
same macro would provide a higher level of coverage with eecor
sponding higher price. An insurance agent unaware of thegeha
would give a quote with the wrong coverage level.

Data Migration. Consider a data entry task aimed at incorpo-
rating student data from a university’s database into a &oo&'s
customer database. A bookstore may use the student informtat
send out promotions and booklets each semester. For ssuaiehe
University of Nebraska - Lincoln (UNL), this task can be penfied
through UNL's “PeopleFinder” website, using copy-andipasc-

e This is the first research to attempt to bring software engi- tions to place data into the bookstore’s internal contataluise
neering methodologies (and in particular the use of asser- web interface. To do this, a clerk must perform the copy-paste
tions) to play within the web macro programming paradigm, operation for each student’s name and address.
to help end users create and use these macros dependably. At UNL this data migration task could entail 20,000 copy+pas

e The family of assertion types that we utilize, which focus operations, which is highly repetitive and error pronell Stie use
on particular website aspects such as the presence of specifi of a web macro to automate this task could lead to other types o
design elements, the flow and format of data passed betweenfailures. The student information in the Peoplefinder websiay
websites and associated applications, and the state ofa giv vary depending on the students’ place of residence and fbe in
website when a request is made, are novel. mation they provide. If a student lives on-campus, Peoplefia

e The underlying mechanisms that we use to support the gener-Website displays their address with a nine-digit zip codejftthey
ation, checking, and handling of such assertions, whicht mus live off-campus, the website displays their address with aufive-

be hidden within the web browsing environment while still ~digit zip code. Furthermore, some students may not provide t
a”owing for the evolution of the macros, have not previyus| local address information to the Un|Vers|ty. A web macrdthwith

been investigated. the assumption that all students’ information include®rdigit zip
codes will fail to extract the zip codes for students who bfe

The remainder of this paper is organized as follows. Secion Campus or fail to provide addresses.

provides background information on web macros, web maaisto
and the relation of these tools to other engineering supfswices
such as testing tools. Section 3 describes our automatedamec
nisms for generating and evaluating assertions. Sectigrgepts
our study of the use of assertions in web macros. Finallyti@&eb
presents conclusions and discusses possible future work.

The foregoing scenarios illustrate some of the types ofstaskl
users can create web macros to perform. While we might aquresti
a decision to entrust such an important task as, say, unitievr
to a brittle program like a web macro, the instances of webranac
usage cited in Section 1 indicate that users curretdlyise web
macros to perform tasks just as important. Further, agifited in
both scenarios, end users creating web macros do not camtrol
often do not fully understand the potential behavior of trebgites
accessed by their macros. As such, the web macros they areate
extremely vulnerable to changes in a website’s structeraastics,
or default behavior, and also likely to underapproximateshsite’s
exceptional behavior.

2. BACKGROUND

We now describe two scenarios involving web macros that we
use in the remainder of this paper to illustrate our approatk
then describe the web macro tool that we have implementagpto s
port the work, and its relation to existing tools.
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Figure 1: Robofox’s interface and high level architecture.

2.2 The Robofox Web Macro Tool

There are many tools that enable recording and replay of user

actions on web clients. Several tools have been developed, f
example, to support software testing activities by aut@mgatest
case execution [15, 16, 23]. Web macro tools such as Newbie We
Automation[13], Deskperience Web Replay [5], Kapowtec][1
and CoScripter [1, 3], also provide recording and replaylifees
that replicate user interactions with websites throughbttosvser,
though with less concrete connection to testing.

Although the lines between web testing tools and web macro
tools are often blurred (e.g., iMacros [8] is said to suppesters,
TestGold-Drive is said to support GUI testers’ activitieghout re-
quiring them to learn a complex scripting language), thepeoof
application of web macro tools is broader than that of existest-
ing tools. Web macro tools enable not only the replay of a form
submission, but also modification of the presentation of hsite
on the fly to filter material that is not interesting, integwatof in-
formation from various websites, and pushing/pulling dbima-
tion to/from other applications [20]. Further, web macros fuilt
not only to operate on a user’'s own websites, but also to &t
websites that are not under that user’s control and may hecub
unannounced and subtle changes (e.g., changes in the typeaief
able, addition of dynamic behavior). To cope with theseasituns,
web macro tools incorporate sophisticated mechanismstuifg
website elements even in the presence of changes, factiitiedit
the macros within the browser while browsing, and pararnesdr
macros that can be shared among users [3]. Still, none oé#te t
ing or web macro tools discussed here incorporates anymofio
assertions, and all of them can run wild when a target sitagés

In this work we use Robofox, a web macro tool that we have im-
plemented, to study our automated assertion generationteeuk-
ing techniques. Robofox does not require users to have qmogr
ming experience, focusing instead on allowing users to vask
they normally do within the context of a web browser. We have
integrated Robofox into the Firefox browser as a toolbaemsion
that provides access to functionality with which users réand
replay macros. Figure 1 shows the Robofox toolbar in the beow
its Script Manager, and its basic architecture. From thesissper-
spective, once recorded, a macro is displayed in the Scrgi-M
ager as a tree of action-object pairs (e.g., action “loadl’ @inject

“http://cse.unl...”, action “click” and object “submit bon”).

In terms of generality, the architecture of Robofox is samilo
that of other PBD-based web macros [11, 21], and the set of fea
tures Robofox provides include the primary features albglan
commercial tools (e.qg., the abilities to clip website comtéormat
clipped data, paste data from multiple clipboards, impod ex-
port data from a file or a spreadsheet, and obtain notificatidren
a website change$)A user creates a macro with Robofox by ini-
tiating a recording session and then interacting as usublweb-
sites of interest via the web browser. Robofox’s Macro Gatoer
component captures the user’s interactions and geneteteseb
macro. For each user interaction, the Macro Generator ptu
event information and processes it to generate an acti@cigiair
used to replicate the interaction during replay.

Table 1 lists several actions that Robofox captures. Taaaiel
interactions that operate on objects on webpages, Robdfrx i
tifies these objects by recording their XPaths, names, as)chittl
visual patterns that help to pinpoint an object (e.g., adngtneigh-
boring labels [1]). Robofox also has its own clipboard wheug
copied, or imported items can be placed and associated wéhi-a
able name for future reuse through actions such as pastéeor fil

As illustrated in the data migration scenario in Section, 21
site may provide a range of responses when queried. Progessi
these responses may require the execution of differenesegs of
operations. Different sequences of operations may alsedéred
in response to distinct user inputs. Such sequences of tapera
can be encoded in the form of web macro branches whose esecuti
is determined by the evaluation of a predicate on a site resgs
or on user provided values. Internally, Robofox represanisehb
macro as a Web Macro Graph (WMG). A WMG is a directed graph
G = (V, E), much like the control flow graphs used to represent
code written in an imperative language, whéfés a set of nodes
and E is a set of directed edges. A nodecV can represent the
entry to (initiation of) a macro, an action captured in theoreling
session, a branch or merge in the flow of actions, or a macto exi
Edge direction allows Robofox to enforce the order of execut

YOur decision to implement Robofox was a practical one, given
that source code for existing web macro tools was not aJailab
the extent necessary to allow us to implement our techniques



Table 1: A Sample of Actions Captured by Robofox.

Class Action Description Husker Bookstore

Navigation Click Click element
Go Back Go to previous page in browser history
Go Forward  Go to next page in browser history News andInfo Add Student Contact
Load Load a URL

Form Check Check checkbox : T —

Manipulation  Choose Choose radio button e Name i
Enter Enter value into textbox e eand ::;"955 ™ ior -
Paste Paste clipboard value to form field Penodsyour | St | | selecty
Select Select option from dropdown O digitNUDmumber | Zip Code | Seerch eb for"contactinforma. ..
Uncheck Uncheck checkbox o

Data Clip Place text/HTML element on clipboatd | o Stection Source
Define Define new clipboard .
Delete Delete existing clipboard Figure 2: Manual assertions are entered via context menus #t
Export Export clipboard values I t - heth lected text should t
Filter Extract text matching pattern allow users to verify whether selected text should appear amot.
Import Import clipboard values

Other Close Tab Close browser tab . . . .
Notify Pop-up message box e Existence assertiongerify whether elements and data avail-
Verify Exist ~ Verify text present on page able during the recording session are available in the yepla
Verify IExist  Verify text absent from page session. We define an HTML object (e.qg., text, bullet, fig-
Wait Wait for page refresh ure, checkbox) to be available if it can be located by the web

macro tool. We define a clipboard variable as available if it
is defined and its value is not nuNon-existencassertions,

the counterpart of existence assertions, are used to vhafy
absence of a webpage object and to detect collisions caused
by attempts to rewrite an existing clipboard variable.

Continuing with Figure 1, Robofox’s Macro Runner provides t
environment for replicating the interactions recorded imacro.
During a replay session, Robofox reads the WMG associatdd wi
a previously recorded macro to reproduce the encoded user in
actions. When an action node is Visited, Robofox attemptmtb e Value assel’tiongerify that the value of a Clipboard variable
the target element based on its XPath, element name, elédyent or HTML object seen during macro replay matches a spec-
or a visual pattern. If the element is found, the action icased ified value or value characterization (e.g., is not empty, is
on that element; otherwise Robofox displays an alert anchémo greater than) from a recorded execution. For most HTML
execution is stopped. If the action completes succesgfitbbo- objects we derive the value from the text corresponding to
fox moves to the next node, otherwise it stops execution. Whe the object (e.g., text found in a label, next to a bullet, or in
Robofox finds a WMG branching node, it evaluates its assedtiat a specific table row). For a form's elements, we define the
predicate to determine the next node to visit. A traversahef value through the corresponding HTML *“value” construct
WMG is complete when the exit node is reached. (e.g., “checked” for checkboxes, “text” for text input fig)d

The Macro Generator and Runner also contain the assertion ge
eration, evaluation, and handling mechanisms that are ¢keln
contribution of this work; these are discussed next.

e Data type assertionserify whether the format of the data
used by an action is appropriate. Robofox focuses on the
verification of clipboard data consisting of text stringse W
enforce the type of such data by specifying or inferring its
format. For example, a clipboard variable can be declared
to have a “zip code” type, consisting of five digit numbers.
We define a clipboard variable to be consistent if its value
matches its specified data type.

3. ASSERTIONS IN WEB MACROS

We now describe the primary contribution of this work: our
mechanisms for generating and evaluating assertions invaebos.

3.1 Assertion Generation Robofox incorporates three automated assertion genenatéxh-
As we have noted, some web macro programmers may reachanijsms to cover these three classes of assertions. Weltetiwise

a high-level of expertise in dealing with macros, and thesarsi
might be able to “manually” construct certain types of atses

and insert these into web macros at appropriate points. fBobo

supports one such manual process, similar to existing coniahe
web testing tools [15], by enabling the user to specify isugs
on webpages that correspond to the appearance of certairmeie
Users can generate such assertions by simply selectingriekie
webpage and clicking the “verify exist” context menu, astynied
in Figure 2. These assertions become part of the macro saript
are checked by Robofox in the background at run-time (detal
these later steps are provided in Section 3.2).

generation mechanisms next.
3.1.1 Action-based Assertion Generation

The most basic type of automated assertion generation mecha

nism provides pre and postconditions for each macro actibn f
lowing a predefined template. The preconditions ensurecthat
ditions necessary for proper execution of the action are wigte
the postconditions verify that actions performed by the nm@co-
duce their expected results. The considered actions airdtee-
sponding pre and postconditions are listed in Table 2. Thegss
for generating these assertions consists of traversingvikié& of

For most web macro programmers, however, automated asser-a recorded macro and deriving the assertions for each autide

tion generation techniques are more viable, so we focus @seth

here. Automated techniques require only limited user giget
tion while providing powerful controls for the detection sifibtle

by instantiating the corresponding pre and postconditions
We illustrate this assertion generation process using ttiorzs
from Table 2. First, considerdip action that extracts data from a

changes in macro operation that may have a large impact oromac webpage, assigns it a name, and places it on the clipboafdreBe

dependability. We concentrate on three classes of assertio

executing theclip action node, Robofox assumes that the element



Table 2: Actions and their assertion templates.

Action (parameter) Precondition (class)

Postcondition (class)

Clipboard does not contairar (non-existence)

Check elm) Elementelmexists (existence) Elementelmis checked (value)
Choose ¢Im) Elementelmexists (existence) Elementelmis chosen (value)
Clip (elm, vap Elementelmexists (existence) Clipboard contains definedar (existence)

Value of clipboardvar equals value of elemeeim (value)

Define ar, val) -

Clipboard contains the defined@r (existence) withval (value)

Enter €lm, va) Elementelmexists (existence)

Value of elemenelmis val (value)

Filter (var) Clipboard contains variablear (existence)

Clipboard contains newar of typet (existence and type)

Go Back () Browser has a previous history (existence)

Page load event is captured (existence)

Go Forward () Browser has a forward history (existence)

Page load event is captured (existence)

Import (filename File filenameis accessible (existence)
Clipboard does not contairar(s) (non-existence)

Clipboard containwar(s) (existence)

Load (url) -

Page load event is captured (existence)
Current URL isurl (value)

Paste élm, vai) Elementelmexists (existence)

Clipboard containsar (existence)

Value of elemenelmis equal to value of clipboardar (value)

Select €lm, va) Elementelmexists (existence)

Selected option of elemeptmis val (value)

Uncheck élm) Elementelmexists (existence)

Elementelmis not checked (value)

Wait (seq -

Wait time secis elapsed or a page load event is captured (existence))

Algorithm 1 Generate Form Default Value Assertions

Input: wmg graph representation of current web macro;
f: web form to be submitted.
Output: assertionsset of default value assertions.

. assertions— {}

. action « start-action

. untouchedformFields- f.getFieldsOfForm()

: while (action— wmg.getNextéction) # {} do

if actionisModifyingAction() then
modifiedField— actiongetField()
untouchedformFieldeemove(modifiedField

end if

: end while

. for all field in untouchedformFielddo

11: assertionsaddfield.namefield.valug

12: end for

to be extracted is present on the webpage and that the ctighboa
does not contain an item with the same variable name. Thus, tw
precondition assertions are generated: the first is aneexistas-
sertion that verifies whether the extracted element candoefon

the currently loaded webpage and the second is a non-esésten
sertion that verifies that the new element will not collidehaan
existing element in the clipboard. After tebp action is complete,
Robofox assumes that the clipboard contains a new variabl@s
value is not empty. Thus, two postcondition assertions areg
ated: an existence assertion that verifies the availalofitiie clip-
board variable and a value assertion that verifies that thiabla’s
value is non-empty.

Next, consider th@asteaction that places the content of a clip-
board variable onto a webpage form field. Robofox assumés tha
the clipboard contains the variable and the target webpagea f
field is available before executing tipasteaction. This leads to
the creation of two preconditions. After thpasteaction is per-
formed, Robofox verifies the postcondition that the valuethe
clipboard variable and the webpage form field are identical.

3.1.2 Forms’ Default Value Assertion Generation

Forms’ default value assertions ensure that the values ldEfie
that were not modified by the user actions in the recording ses
sion are the same when the submit action is executed in ayrepla
session. Default value assertions enable the prompt detect

failures caused by changes in a form’s default values, sadhea
one described in the insurance quoting scenario in SectiorThis
mechanism analyzes the fields of the submitted form, deténgi
those that have not been modified by the macro’s actions keeatwe
the times at which the page is loaded and the form is submétet!
generates default value assertions for the unmodified fields

Algorithm 1 provides details. The algorithm’s first threeds
initialize the assertion set and action, and obtain thefisil form
fields that belong to the submitted fofmThe algorithm then visits
all action nodes in a WMG through tlgetNeximethod. If the vis-
ited action node modifies a field of the submitted form (e.gtee
select, paste, check-field type actions), the algorithmokers the
field from the setuntouchedformFields The traversal terminates
when there are no more action nodes to process. When the loop
terminates, the semtouchedformFieldsontains just the unmodi-
fied fields for which default value assertions are generated.

Robofox must execute this algorithm for all form-submissio
type actions. Since submission can be triggered by pressaudp-
mit HTML object or by calling the JavaScrigubmit function,
Robofox addoonSubmitevent listeners and it overrides the native
JavaScript'ssubmitfunction to capture both types of submission.
Similar event listeners and overriding functions are use&bbo-
fox to trigger checking of the other assertions.

3.1.3 Clipboard Type Assertion Generation

A clipboard type assertion specifies that a clipboard el¢en
value must match a certain pre-defined type. Enabling thisscl
of assertion requires: 1) support to help users identifyparcsy
at least certain basic types, and 2) an underlying mechafasm
automatically propagating the type information to deteteptially
conflicting or unsupported uses of the element based ongés ty

Support for type specifications.Robofox provides a pre-defined
library of basic and commonly understood type formats, sagch
Number, Date, and Currency, which most browser users catouse
construct clipboard type assertions.

In addition to these basic formats, Robofox provides mecha-
nisms by which more expert users can define custom types using
regular expressionandtopeformats. More expert users can em-
ploy regular expressions to do string matching as is don@jpup
lar scripting languages like perl. Tope formats complermegular
expressions by allowing the validation of data through thenlai-
nation of several facts about the data that individually meye
nothing about the data’s validity, but together may sugtestan



Step 1: Give your pattern a name... Last Name

Step 2: Describe the parts that make up each Last Name ...

Each Last Name has a part called the prefix
The prefix is an optional part, so it may be missing or blank

example: Phone NMumber

[ |

v |is one of the following: (Enter one value on each line.)

The prefix often

The prefix always ﬂis preceded by and followed by
(You can leave one of these two fields blank if it does not apply.)

The prefix always
¥ lowercase letters | uppercase letters | digits

w|has 1-10 of the following characters:
other characters:

0

Each Last Name has a part called the proper name
The proper name always LI has 1-50 of the following characters:

IV lowercase letters IV uppercase letters | digits  other characters:

The proper name often LI has 1-11 of the following characters:

[V lowercase letters puppercaseletters || digits

B

other characters:

uppercase letter(s)

The proper name often L| starts with

Step 3: Test your pattern... @/ Success! You are ready to save

‘Wwhen you click the Test Now button, your pattern will be checked for errors,
‘Your pattern must be tested before it can be used in web macros,

Step 4: Save your pattern... @

Saving your pattern lets you use it in web macros (and also inside other patterns).
In addition, you can reload patterns for editing later on.,

Figure 3: Tope Editor.

error has occurred. Consider the Data Migration scenaesgmted

in Section 2.1 in which students’ names were copied betwesn w
sites. It is possible for last names to have 12 or more chensact
(e.g., “Grothendieck”), to contain spaces (e.g., “De Moigaor

to start with lowercase letters (e.g., “von Neumann”). Auleg
expression for a last name would probably allow for each e§¢h
characteristics and would thus also accept “internal s&wer” as

a name. But it is rare for a string to have all three of these-cha
acteristics. A tope format could note the multiplicity ofusual
characteristics to detect the error.

To achieve this, a tope format allows users to specify sait co
straints that areften satisfied by data. Users can associate con-
straints with the data string as a whole, or with parts of theg
Users can specify that data should contain, start with, drveith
a number of specific characters (e.qg., letters, digits,egguunc-
tuation), or that data should be in a closed set of possillesa
In addition, users can specify arithmetic constraints doesthat
should be treated as numbers. Each tope format is implechente
internally as a context-free grammar with constraintschitd to
productions. At runtime, the web macro tool takes the clgsdo
element’s value as a string and parses it according to therge,
then checks parts of the string against the constraintdatéos of
constraints cause Robofox to downgrade confidence in timg'str
validity.

Algorithm 2 Generate Clipboard Type Assertions

Input: wmg graph representation of current web macro.
Output: assertionson clipboard type usages.
1: action+ start-action
2: while (action«<— wmg.getNextéction) # {} do
action.cbV T« action.cbVT{J (actionancestors()gbVT
if actionisDefinitionAction()then
action.cbV T« action.cbVTJ action.cbVars
else ifactionisTypeDeclarationActionhen
action.cbV T« action.cbVT{J action.cbTypes
end if
end while
10: action« start-action
11: while (action+ wmg.getNextéction)) # {} do

12: if actionisUseAction(then

13: typeCount— actioncountAvailClipbVarTypes()

14: if typeCount= 1then

15: actiongenerateTypeAssertion()

16: else iftypeCount> 1 then

17: Warning; potential clipboard type inconsistency
18: end if

19: endif

20: end while

effectiveness of tope-based validation can be find elsex221).

Type propagation. Robofox propagates the specified type in-
formation through the WMG to generate assertions that cfack
type consistency before each node containing an actiog asstip-
board variable. This is particularly useful in the presesicmacros
with branches, as there may be multiple element definitions a
uses throughout the macro that may introduce type inc@msists.

The analysis we perform for type propagation is a forwardfiaw
analysis and is summarized by Algorithm 2. The input to tigeal
rithm is the macro’s WMG and the output is a set of assertions
associated with each action node using a clipboard elenTdre.
algorithm consists of two loops. In the first loop (lines 2e8¢h ac-
tion node is associated with all its reachable clipboarthelets and
their types through thebV T (clipboard Variable and Type items ac-
cessible by action) data structure. The algorithm perfaimseath-
first traversal of a macro’s WMG, associating each node tipe cl
board variables and types from the ancestor nodes (uniameir3),
identifying actions that set either a clipboard elemery.(alefine,
clip) or the type of a clipboard variable (e.qg., filter), amd¢drpo-
rating this information into the current action node. At trel of
this loop each action node will have @bV T populated with all the
accessible clipboard elements and types. The second loas (]
11-20) again traverses the WMG, generating assertiondIftrea
nodes consisting of a “use” action (e.g., paste, exporerfiltEach
assertion will control at run-time whether the used elenhastthe
expected type. In addition, the algorithm produces a wgmihen
more than one type is associated with a reachable and uged cli
board element; this warning indicates the existence ofspaith
used clipboard variables of conflicting types.

3.2 Assertion Handling and Evaluation

Because the number of assertions generated by our tecknique
can be large (e.g., for the Data Migration scenario in Secid

Figure 3 displays the Tope Editor. Note how users can create aour techniques generate 113 assertions on 34 action ndyess;

tope format without seeing the underlying context-freengraar;
instead, our editor enables end-user programmers entdrad éx-
amples from which the tool infers a boilerplate format thetytcan
review, test, and customize. A separate, detailed evaluati the

fault, Robofox does not display assertions in web macrosd En
users using Robofox do not need to view or concern themselves
with assertions unless those assertions are violated.

Attimes, however, more expert users may choose to view reacro



and assertions, and to facilitate this, Robofox attemptsmpove
the understandability of assertions and the macros thédicomem
by detecting repetitive patterns in macros and rolling ¢hirgo
loops. This abstraction helps macro understandabilityellycing
the number of individual assertions appearing in the madeo ffi
also allows a further simplification in which assertionshiitioops
that are invariant with respect to loop iterations are resdofrom
the loops and inserted into the macros prior to or after thp.I&or
example, in the presence of a loop containinglig action within
its body, Robofox replaces the individual collision asseit (de-

scribed in Table 2) with an assertion at the end of the loop tha

checks whether the size of the clipboard after the executidhe
loop is equal to the size of the clipboard before the loop fihas
number of clips performed within the loop. This process aso
duces the number of assertion evaluations that need to fueped
during macro execution.

When executing a web macro containing assertions, Robofox

performs an assertion evaluation for each visit to an aatiate
with assertions. An assertion is violated when its booleqes-
sion evaluates to false, indicating that an assumptiontakt in
the recording session does not hold in the replay sessionenwWh
an assertion is violated, Robofox alerts users that a visldtas
occurred by displaying an alert, as shown in Figure 4. The win
dow describes the assertion violation and offers four oystiq(1)
Modify: re-record the macro, (2dd Branch: add an alternative
execution, (3)Show: examine the action and assertion detail, and
(4) Cancel: stop execution of the macro.

When a user presses the “Modify” button in Figure 4, Robofox
starts a re-recording session. A re-recording sessiomigasito
a recording session, but the replay progress up to the pbfatlo
ure is preserved. Therefore, the user can record actions the i
recording session while maintaining the replay progressr jto
the failure. When the user finishes re-recording, Robofspldys
a dialog that shows the re-recorded macro. The user may €ltoos
add the newly recorded actions to the macro or to replacetepor
of the previously recorded macro with the newly recordeébast

(Warning: Website may have changed

Robofox has detected a change in this website which may cause
the web macro to behave incorrectly

Robofox attempts to paste cliptext Tobacco' to dropdown "When did you last use tobacco or nicotine?',
but the dropdown does not contain option 'Last 12 mos: occasional cigar use (1 to 4/month)’.

Please choose one of the following options to continue:

to fix the problem by recording new action to replace or to be added before this action.
to add alternative behavior to current action(s).

to show action and assertion details.

to cancel replay and stop execution.

Figure 4: Robofox detecting an assertion violation.

The second option, “Add Branch,” allows a user to incorpoeat
alternative execution branch to accommodate a new respmme
the target website that was not anticipated when the macsdivsa
recorded. Robofox uses the violated assertion predicdteasart-
ing condition for the newly created execution branch. Thex aan
then perform a re-recording, similar to that of the previopton,
but in this case, when the user completes the re-recorditmmp-Ro
fox displays a dialog in which the user is asked to specifyciwhi
nodes of the macro should be included in the alternativedbran
A new execution branch creates a new alternative executomkb
which starts with “alternative” and “alternative end” nsdeCon-
sider again the Data Migration scenario (Section 2.1) inciia
student’s address is copied between websites. Figuredirates

Robofox Script Manager
File Edit View
[
Mew Module Edit Close
Mame =)

| load URL 'http: jicse.unl.edu/~akoesnan/info. php'
L] load URL 'http:/fcse.unl.eduf~akoesnan/contacts.php'
= |—% Copy and Paste Student Information
L] extract to diptext student name
=[5 alternatives
[=-|—% Extract local address
|| extract to diptext street address
|| extract to diptext ity
|| extract to diptext state
|| extract to diptext zip code
| filter diptext student name to be Text
| filter diptext street address to be Text
| filter diptext dty to be Text
| filter diptext state to be Text
| filter diptext zip code to be Text
| 7] Extract permanent address
L dick 'next =>'
[=)-|—% Enter student information
|| paste diptext 'student name' to textbox 'Name'
|| paste diptext 'street address’ to textbox 'Address’
L] paste diptext 'city’ to textbox 'City"
|| paste diptext 'state’ to texthox 'State’
| paste diptext 'zip code’ to textbox 'Zip Code'
L dick button ‘submit’

Figure 5: Setting an alternative execution branch.

how the Script Manager displays two alternative paths toaekt
the address depending on whether the site provides a local or
permanent address (by default, the predicate that detesmihich
branch to take is not displayed to the user to keep the saniypis).
The last option for handling assertion violations, “Sholets
more expert users edit or delete violated assertions, @lfptihem
to correct assertions that are invalid or unnecessarilyicége.
The final option, “Cancel,” allows users to stop macro execut
and edit the macro manually.

4. EMPIRICAL STUDY

To explore whether assertions in web macros can be useful, we
performed an empirical study. The goal of the study was ttyasa
the Robofox assertion mechanigmevaluateit with respect toef-
fort and effectiveness to detect failures, identify theinges, and
repair web macro$rom the viewpoint ofesearchersn the context
of relatively skilled web macro users

The research questions we address in this study are:

e RQ1: Do assertions help users detect web macro failures?
e RQ2: Do assertions help users identify the cause of faitures

e RQ3: Does Robofox’s re-record mechanism help users repair
web macros?

4.1 Setup and Operation

As we have noted, there are a wide range of end users, from
novice to expert, who may utilize web macros. For this stuey,
chose to consider relatively skilled macro users. We digl b@-
cause (1) if relatively skilled users cannot make use of masr
sertions, then we have little hope that non-skilled usensdmso,
and (2) a population of such users was readily available fitwen
ESQuaReD lab at the University of Nebraska — Lincoln, aliayvi



us to more quickly conduct a formative study that could pievi
initial data on our approach, and inform the design of a fisum-
mative study on non-skilled users. We selected sixteenugtad
students from the ESQuaReD lab as study subjects.

Ten of our subjects had been involved in a previous Robofox
study; this helped us consider the subjects relativelyezkil Be-
cause our other six subjects had not had Robofox experibnee,
ever, we used a randomized block design to control for ezped,
first partitioning the students into blocks of high and loypensience
and then randomly dividing each block into control and tresaxt
groups, with eight subjects per group. The treatment stsjeere
given a version of Robofox with assertions enabflenhd the con-
trol subjects were given a version of Robofox without assest

As experimental tasks we chose two tasks correspondingeto th
two scenarios provided in Section 2.1): migrating studeité rom
a university website to a bookstore website, and obtainisgrk
ance quotes for a set of customers whose information isdstare
a spreadsheet. These scenarios are based on observatiaas of
web macro users [20]. They have the additional advantagé of a
lowing us to make specific common modifications to test theofise
assertions with, as detailed below.

The study was conducted over a period of two weeks. We ini-
tially provided the subjects with tutorial material on walt@na-
tion, general concepts of PBD frameworks, and how to build we
macros using Robofox, including exercises requiring its. ug/e
used a questionnaire to determine whether the subjectehiasved
the tutorial and completed the exercises. Table 3 sumnsatire
subject’s responses and shows that most had obtained egposu
Robofox either through the tutorial or from the earlier stud

Table 3: Previous exposure to Robofox.
Reviewed tutorial | Completed exercise$
or did previous study| or did previous study
6 (75%) 5 (63%)
7 (87%) 6 (75%)

Control
Treatment

The study then proceeded in two sessions, in which eachcubje
performed web macro tasks with Robofox while being observed
one-on-one by an experimenter (the first author). We exgezieh
session to last no more than an hour but did not put any time con
straints on the subjects. In the first session, subjects asked to
first build web macros for a warmup task not used in the remain-
der of the study, involving sending a stock quote to a cellngho
via SMS. Following this, the subjects were asked to perfdmm t
two experimental tasks. In all cases the subjects intetacith
mockup target sites that we developed based on real-wortd we
sites with similar functionality. Using these mockup siketsus to
control for potential sources of noise due to variationgsgsites.

Following the first session, we applied a set of modificatitins
the mockup sites so that the macros would no longer perform co
rectly. These changes were selected based on historicagjeba
made to similar websites as observed in the Internet Arcltije
We chose simple rather than large, complex changes because d

tecting a large change in a web page is much easier than -detect

ing more subtle changes, and thus our selected changes@dowi
more challenging test of our approach.

Table 4: Modifications to websites.
Failure | Class Task Web Site Change
F1 Subtle Data Displayed zipcode
migration | changes from 9 to
5 digit format
F2 Apparent | Insurance| Field type changes from
quote radio button to dropdowr]
F3 Apparent | Insurance| Options available in
quote dropdown change
F4 Subtle Insurance| Default dropdown
quote option changes

causes the web macro execution to terminate prematurelggdur
execution using Robofox with the assertion feature dishbl&/e
call other failuresubtle failures As shown in the table, F2 and F3
areapparent failuresand F1 and F4 argsubtle failures

In the second session, the subjects were told to perforrmathe s
tasks they had performed in the first session, using the webosia
they had built. They were told to imagine that a month hadguhss
and that the websites may have changed since when they filtst bu
the macros. They were also told to re-run their macros ane-+o d
tect failures and fix the cause of the failures they encoedteEach
subject was given a paper log form and asked to record: (Zirntee
at which they first encountered a failure, (2) the time at Whiey
identified the cause of a failure, with a description of whs/thacro
failed, and (3) the time at which they implemented a fix and-ver
fied its correctness with a successful execution. To redueeisk
of missing or incomplete data, the observer kept an indegend
record of this information. The observer also occasionadiged
questions (e.g., “What are you thinking?”) to determine titha
subjects were doing when it was not obvious.

The subjects were permitted to ask the observer specific ques
tions about features that they knew existed but had fongdttev
to use, such as how to set macro execution speed or how te ereat
break point in a macro. However, questions about how to sbkve
tasks were not answered by the observer. At the end of thg,stud
post-questionnaires were given to the subjects to capteieim-
pressions of the study.

4.2 Results

We begin this section by depicting with boxplots (Figurel® t
time spent by the users attempting to detect each of the &lr f
ures, find the corresponding cause, and correct it. We observ
that the control group required between one and 14 minutegelo
than the treatment group to address each failure, and tieeatite
was larger for “subtle” failures (the difference betweentcol and
treatment is 14 minutes for F1, and the control group subjeict
not even detect F4).

In the following sections, we analyze these results in tétai
separately examining failure detection, fault identificatand macro
repair. For each research question, we present our nullthypo
esis or hypotheses and use statistical tests to accepteat thg
null hypothesis with a 95% confidence levek{.05). We use the
nonparametric Mann-Whitney test that does not make assonspt
about the distribution of the data, and the Fisher Exactoasteck

Table 4 summarizes the four changes that we selected, one aptq; the equality of two frequency distributions for smakamples.

plied to the data migration task (F1) and three to the inqgaask
(F2, F3, F4). Each of these changes produced one failuren whe
considering these failures we call a failureapparent failureif it

2Assertions generated through the three mechanisms distirss
the prior section were enabled. However, type specificatian
performed focusing only on Robofox built-in types.

A two-factor analysis of variance test on the time taken by su
jects to build web macros in the first session indicated nissita
cally significant difference due to experience for time spenthe
the insurance quote task (= 0.901) or the data migration task
(p = 0.602). Based on this, we decided not to consider experience
as a factor in the remainder of our statistical analysis.
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Figure 6: Time spent by the subjects to detect a failure, findtie cause, and fix the macro (in minutes). Note that no subjecta the

control group reported failure F4.

Table 5: Subjects detecting failures.

F1| F2 | F3 | F4 || Average
Control 51880 5
Treatment| 8 8 8 8 8

Table 6: Average time spent to detect a failure, identify the
cause, and repair the web macro (in minutes).

Task Group F1| F2| F3 | F4
RQ1| Detect | Control | 2.6 | 0.0] 0.0 | N/A
Failure | Treatment| 0.0 | 0.0 | 0.0 | 0.0
RQ2 | Identify | Control | 7.8 | 1.6 | 3.5 | N/A
Cause | Treatment| 1.6 | 1.2 | 1.6 | 1.1
RQ3| Repair | Control | 3.2 | 1.0| 1.8 | N/A
Macro | Treatment| 1.0 | 0.6 | 0.9 | 0.4

Table 7: Mann-Whitney tests of time spent for control vs. treat-
ment. “*” denotes a statistically significant result.

p-value
All Solutions | Correct Solutions
F1 | Detect 0.001* 0.001*
Identify 0.003* 0.003*
Modify 0.004* 0.004*
F2 | Detect 1.000 1.000
Identify 0.268 0.903
Modify 0.175 0.076
F3 | Detect 1.000 1.000
Identify 0.010* 0.032*
Modify 0.179 0.046*

4.2.1 RQ1: Do assertions help users detect web macmexamine whether each step was correctly performed. As sirown

failures?

To investigate the effect of assertions on tisers’ abilityto de-
tect failures, we compared the number of failures reportethb
subjects. Our null hypothesis id7p_1,: There is no difference
between the number of failures detected by the two groups

Table 5 lists the subjects that detected each failure dutieg
experiment. The eight subjects in the treatment group titedl
four failures, whereas the subjects in the control grougcatetl
an average of 2.6 failures. The Mann-Whitney test indictttas
treatment subjects detected statistically significantbyerfailures
than control subjects with < 0.001.

We also investigated the effect of assertions onubers’ effort
to detect failures. The null hypothesis iHy_15: There is no dif-
ference between the effort required to detect macro fallethe
two groups To assess the effort required to detect a failure we
measured the time elapsed from the beginning of the studyeto t
time the user detected a failure. As mentioned in Sectiortdese
times were recorded by the subjects and verified by an obseatve
minute-level resolution. The row of Table 6 labeled “RQ10bwals
the average times taken to detect failures for each of theféailis
considered, for the control and treatment groups. NXA entry
indicates that no subject was successful at performingetie t

For the simpler apparent failures F2 and F3, Robofox notifies
users of their presence in less than a minute, which explaiys
there was no difference between the groups in the time spela-t
tect these faults. However, on average, the control subjequired
2.6 minutes to detect failure F1, whereas the treatmenestsie-
quired less than one minute to detect this failure. Whileniog
the experiment we noted that the control subjects had touéxec
their macros multiple times to identify failure F1, with & sub-
jects decreasing the web macro execution speed so thatdh&y ¢

Table 7 under the “All Solutions” column, the Mann-Whitn@st
indicates that the treatment subjects spent statistisajhificantly
less time todetectsubtle failure F1 withp = 0.001. Therefore,
we can conclude that assertions helped the users detechdinés
subtle failure and reduced the effort required to detect it.

4.2.2 RQ2: Do assertions help users identify the cause
of failures and fix their associated faults?

We next investigate the effect of assertions onubers’ abilities
to identify the causes of failures. The null hypothesishg—2.:
There is no difference between the effort required by thegteops
to identify the causes for the macro failurego assess the effort
required to identify the cause of a failure we measured te ti
elapsed from when the user detected a failure to the timeidesy
tified the reason for the failure (as recorded by the subjeatpa-
per log and verified by the observer). The second non-header r
of Table 6 (labeled RQ2) shows the average values for themssti

The control subjects required 4.9 times longer than thertresat
subjects to identify the cause for failure F1, 1.3 times entp
identify failure F2, and 2.2 times longer to identify fai&uF3. None
of the control subjects detected failure F4. The Mann-\Wdyitrest
indicates that the treatment subjects required statilstisanifi-
cantly less time to identify the cause for failures F1 and KB w=
0.003 andp = 0.010 respectively (Table 7 - “All Solutions” col-
umn). These results show that assertion violation messaipsd
users decrease the effort required to identify the causewéb
macro failures.

We then analyzed the actions taken by the subjects to fix the
faults causing those failures. More specifically, we assbske
correctness of the solutions provided by the subjects améffort
required by the subjects to identify the correct solutidrfse num-



Table 8: Subjects reporting correct solutions.

F1| F2 | F3 | F4 || Average
Control 51430 3
Treatment| 8 7 6 7 7

bers in Table 8 show the number of correct solutions provided
the users for each failure. The null hypotheses &fg:o,: There
is no difference between the correctness of the macro matitbiis
made by the two ground Hy—2.: There is no difference between
the effort required to identify the correct solutions foetmacro
failures by the two groups.

The Mann-Whitney test across all failures indicates thattbat-
ment subjects identified statistically significantly moerect so-
lutions than the control subjects with = 0.005. Similarly, the
treatment subjects identified statistically significamtigre correct
solutions for the subtle failure F1 wigh< 0.001. These results are
consistent with the responses of the treatment group sstgadhe
post-test questionnaire, where seven out of eight sutgesisered
“Yes” to the question, “Did the assertion violation meclsanihelp
you to identify the possible solution for failures?” givimgasons
including the following:

[ ]
ing what was expected helps suggest a solution”

“It shows differences and we can go and change the value.
But sometimes we need to find the similar value instead.”

“It allows me to quickly identify the actual versus expected
values or actions.”

“By saying what the value differences in the fields were, it
helped me to identify the solution of the problem.”

However, there is no statistically significant difference the ap-
parent failures

When considering only the correct solutions, the Mann-Wéyit
test (Table 7 - “Correct Solutions” column) indicates the treat-
ment subjects required significantly less time than therobatib-
jects to identify the correct solutions for failures Fi £ 0.003)
and F3 p = 0.032). These results are consistent with our previous
findings and indicate that assertions helped our subjeetsifg the
correct solution to macro failures faster.

The subjects’ post-questionnaire responses show thatwees a
large difference between the subjects’ opinions regarttindevel
of difficulty in identifying the correct solutions for the ifares.
Only one treatment subject mentioned that it was not easyeto-i
tify the correct solutions, whereas there were six contubjjects
who mentioned this. The Fisher Exact test shows that these is
statistically significant difference between their opmsavithp =
0.041. Moreover, all subjects in the treatment group thought that
the assertion violation messages were easy to understdrietpred
them identify the cause of the macro failures.

4.2.3 RQ3: Does Robofox’s re-record mechanism
help users repair web macros?

When Robofox detects a problem during a web macro execu-
tion, it offers users an opportunity to re-record the macFuor
the treatment group, all four failures were detected autimalty
by Robofox. For the control group, only the tvapparent fail-
ures gave them the opportunity to use the re-record option; for
the subtle failures the control subjects had to perform modifica-
tions manually using a drag-and-drop interface. This adidws to
analyze whether the re-record functionality reduced tlfiertefe-
quired to perform modifications to the macro. The null hyesth
is: Ho—34: There is no difference between the effort required to
modify the macro manually and using the re-record functiibya

“Sometimes the messages tell you what was expected. Know-

Of the five control subjects who reported failure F1, only oas
able to perform modifications within a minute. The otherspe-
tween two and five minutes performing modifications. The Mann
Whitney test (rows labeled “Modify” in Table 7) indicatesatithe
treatment subjects required statistically significandgsl time to
modify the macro than the control subjects with= 0.004. Note
that this significant difference was caused primarily by ftit,also
by the additional information provided through the assedifor
the other failures. In the post-questionnaire, all suljéudicated
that the re-record functionality helped them modify theaaros.
Our experience working with the subjects leads us to belibae
even if the subjects were more familiar with the tool, perforg
modifications without the re-recording feature would bdiclift
as this requires the subjects to set up break points, statdiag
sessions, and re-arrange the macros manually.

4.2.4 Findings Summary
The major findings of the study are as follows:

RQ1. Users employing the assertions mechanisms detecigd a s
nificantly larger number of faults than users without asser-
tions support o—1,). Furthermore, users employing asser-
tions detected subtle faults significantly fast&i,(15).

RQ2. Users employing assertions identified the cause afrésl
significantly faster f{o—2,) and conducted the macro correc-
tion significantly more effectively and in less time thannsse
not using assertiongdy_2p, Ho—2c)-

RQ3. Users with access to the macro re-recording mechanism
were able to fix errors significantly faster than those imple-
menting manual macro modificationg{—s,)-

4.3 Threats to Validity

We now describe the threats to the validity of the study’sifigd
and how we attempted to limit such threats.

External Validity. The web tasks and website changes we se-
lected may not be representative of real tasks or changemito
these problems we created mockup websites that were sitilar
real world websites, and used changes similar to those wdzten
similar websites. Our subjects were Computer Science gtadu
students, most with professional software developmengraipce,
who know about testing and debugging programs. Although the
never found it necessary to write any code during the sty t
may have relied on their programming and debugging skilfseto
form the assigned tasks, limiting the generalization offmdings
to macro creators with lower skills levels. Finally, in ptiae, users
might run automated tasks in the background and may not lee abl
to detect changes that do not cause the macro to terminateeash
in our experiment the subjects observed the macro exesusiod
were deliberately looking for failures.

Internal Validity. We conducted the study in a one-on-one set-
ting so the subjects could not perform the tasks at the same ti
Therefore,history effects cannot be ruled out. We attempted to
minimize this by processing all of the subjects in a two-wpek
riod. Also, 6 out of 16 subjects had not participated in theiea
prior web macro experiment using Robofox and thus had less ex
perience in using Robofox than the others. To address thissee
a randomized block design. Our two-factor analysis of vemga
test of the time that the users spent in creating macros lesVea
significant differences between experience groups

Construct Validity. Our earlier study revealed that subjects can
be unreliable in recording their times so we had an obseeerd
the timings as well. We ultimately used the observer’s datamal-
ysis. It was also this observer who evaluated the correstothe



identified failures. Since the observer was aware of whicugr
the subject was assigned to, we cannot rule out bias in regprd
these values. It is also worth noting that we assumed théeadr
associated with execution of the assertion generation ealda
tion mechanisms did not perturb the subjects. Although vae di
not test that assumption within the experiment, prelimjinams
on the scenarios described in Section 2.1 with and withaiath
sertions mechanisms activated revealed overheads in dee of
milliseconds per action. More specifically, for a macro like one
in Figure 5, the average execution time in replay using &sser
was only 0.5 seconds slower than the average time withoet-ass
tions. Finally, in this study we did not consider the effetfalse
positives on the usability and adoption of the approach.
Conclusion Validity. Because of the small sample size (16 sub-
jects), the absence of a statistically significant effectféxtors
(e.g., effort to identify causes and modifying macros foy fRay be
due to insufficient power rather than the absence of an effaen
with this small sample, however, it is clear that assertiemabled
users to detect a significantly larger number of faults, entdy
the causes of failure faster, and to fix errors faster.

5. CONCLUSION

Many tasks performed by web browser users are repetitive and
fault-prone. Web macro tools such as Robofox can help thems u
automate repetitive web tasks but are still susceptiblertvecaused
by changes in and lack of contextual information about wedssi
To help web macro users detect and fix such errors, we have de-
veloped assertion mechanisms and incorporated them inbo-Ro
fox. These mechanisms hide the underlying complexity from t
user who does not need to learn new technology, and theyiare ta
lored toward common types of errors encountered in web rsacro
Our study shows that Robofox’s assertions can reduce tbe edf
quired for users to detect web macro failures, identifyrtbauses
and repair the macros.

We plan to extend Robofox’s underlying mechanisms in sévera
directions to further support web macro dependability.striwe
are investigating the adaptation of existing inference maatsms
to derive types for items other than clipboard elements aridrm
repositories of types that can be shared among users of walosna
Second, we are studying opportunities for analyzing the WidG
accelerate macro execution by performing multiple web estgi
in parallel. This implies the need to determine what actioms
the WMG nodes are independent and can be parallelized, but we
expect that this can produce performance gains that enablie-t
corporation of more powerful macro analyses. Third, sined w
macros are often used in conjunction with other applicatisunch
as spreadsheets and word processors, we are identifyiragtapp
nities to gather and use the type and flow information avklab
across these paradigms. Finally, we are investigating lwoant
code macros that abstract contextual information that rhapge
when the macro is reused (e.g., abstract a particular dawéded
as input with information available in a calender, repladix dist
of macro actions with a loop that iterates a number of timédsria-
tion of the size of the clipboard). We hope that such mechasis
will enhance macro robustness and extend their usefuhtiéet

Robofox’s documentation and source code are availablediene
load at http://esquared.unl.edu/wikka.php?wakka=ARobbfox.
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